
terrorism or violent extremism, 
harassing, promoting self-harm 
or unlawful.” Interestingly, the 
proposed amendments do not 
provide protection from civil li-

ability for restricting access to 
material that is “untrue.” Thus, 
under the proposed amendment, 
an interactive computer service 
provider cannot seek protection 
under Section 230(c)(2) for re-
stricting access to content based 
on its own subjective standards 
of what is appropriate or even to 
prevent third parties from using 
the platform to promulgate false-
hoods. 

The proposed amendments 
also set forth the requirements 
an interactive computer service 
provider must satisfy to demon-
strate that a decision to restrict 
access to content was made 
in “good faith.” An interactive 
computer service provider will 
be found to have restricted in-
formation in “good faith” when 
it (1) makes its terms of service 
or use public, understandable 
and particularized; (2) abides by 
those terms of service or use (as 
well as any other stated content 
moderation policies); (3) does 
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Pitfalls of proposed amendments to CDA Section 230

Section 230 of the Com-
munications Decency Act 
has come under fire once 

again due to Twitter’s recent 
decision to block all access to 
two articles from the New York 
Post containing information and 
images allegedly obtained from 
Hunter Biden’s hacked laptop. 
This was another in a series of 
actions Twitter has taken to en-
force its terms of use, which be-
gan in May when Twitter flagged 
two tweets by President Donald 
Trump with the phrase “Get the 
facts…” and a link to articles 
providing a different perspec-
tive from that put forth by the 
president. In response, President 
Trump issued an executive order 
calling for government agencies 
to clarify and limit the scope of 
Section 230 protection. On Sept. 
23, the attorney general submit-
ted proposed amendments to 
Section 230 to Congress, along 
with a cover letter and a sepa-
rate explanation of the intended 
meaning of the proposed amend-
ments. 

Section 230 was enacted to 
immunize online platforms from 
liability for third-party content 
posted to their platforms and for 
the good faith removal of content 
harmful to children. As currently 
drafted, Section 230(c)(1) states 
that: “No provider of an interac-
tive computer service shall be 
treated as the publisher or speak-
er of any information provided 
by another information content 

provider.” Section 230(c)(2) of-
fers interactive computer service 
providers immunity from civil 
liability for “any action volun-
tarily taken in good faith to re-
strict access to or availability of 
material that the provider or user 
considers to be obscene, lewd, 
lascivious, filthy, excessively 
violent, harassing, or otherwise 
objectionable, whether or not 
such material is constitutionally 
protected.” 

Historically, interactive com-
puter service providers have 
benefited from courts’ broad 
interpretation of Section 230(c)
(1), which has been used to 
“bar[] lawsuits seeking to hold a 
service provider liable for its ex-
ercise of a publisher’s traditional 
editorial functions — such as de-
ciding whether to publish, with-
draw, postpone or alter content.” 
Fed. Trade Comm’n v. Lead-
Click Media, LLC, 838 F.3d 158, 
174-75 (2d Cir. 2016). As such, 
online platforms such as Twitter, 
Facebook and Craigslist, have 
often availed themselves of the 
protection of Section 230 with-
out having to establish that they 
restricted access to material “in 
good faith,” as required under 
subsection (c)(2). 

The Department of Justice 
issued its proposed revisions in 
part to combat this broad inter-
pretation. The DOJ proposed to 
amend subsection (c)(1) by clar-
ifying that the protections of that 
section will no longer apply to 
an interactive computer service 
provider’s decision to restrict 
access to material provided by 
a third party unless the provid-

er removes or limits access to 
content in “good faith” based 
on “an objective reasonable be-
lief” that the content “violates its 
terms of service or use.” In other 

words, only passive publication 
of third-party content would be 
granted broad protection under 
(c) (1). 

The DOJ’s proposed revi-
sions also limit the protection 
provided under subsection (c)
(2) by removing the “otherwise 
objectional” category, which 
the DOJ contends was interpret-
ed so broadly as to render any 
limitation meaningless. Instead, 
the DOJ proposes replacing the 
“otherwise objectionable” lan-
guage with specific instances of 
objectionable content — spe-
cifically, content that promotes 
terrorism, “violent extremism,” 
or “self-harm” or that is “un-
lawful.” The DOJ’s proposed 
revisions also remove the sub-
jective standard that currently 
is contained in subsection (c)(2) 
by requiring that the provider 
“have an objectively reasonable 
belief” that such content is “ob-
scene, lewd, lascivious, filthy, 
excessively violent, promoting 

PERSPECTIVE

These proposed amendments to Section 230 
increase interactive computer service providers’ 

civil liability exposure. For example, if the 
proposed amendments had been enacted when 

Twitter blocked access to the New York Post 
articles, Twitter likely could not have availed 

itself of the protection under Section 230(c) due 
to its inability to satisfy all four factors of ‘good 

faith’ restriction.



not apply its terms of service or 
use inconsistently (i.e., the same 
types of content are treated the 
same way) or restrict informa-
tion on “deceptive or pretextual 
grounds”; and (4) provides time-
ly notice to the content provider 
explaining with particularity the 
provider’s “reasonable factual 
basis” for restricting access to 
the content. 

These proposed amendments 
to Section 230 increase interac-
tive computer service providers’ 
civil liability exposure. For ex-
ample, if the proposed amend-
ments had been enacted when 
Twitter blocked access to the 
New York Post articles, Twitter 
likely could not have availed it-
self of the protection under Sec-
tion 230(c) due to its inability to 
satisfy all four factors of “good 
faith” restriction. First, Twit-
ter’s Hacked Materials Policy 
was publicly available; however, 
the New York Post could argue 
that the policy was not reason-
ably particularized, as Twitter 
clarified the policy after remov-
ing the articles. Twitter likely 
satisfies the second element of 
“good faith,” since it restricted 
access to the articles consistent 
with its Hacked Materials Poli-
cy. Looking to the third element, 
though, it is likely that the New 
York Post could find examples 
of tweets containing hacked ma-
terials that were not removed, 
which would indicate that Twit-
ter does not consistently apply 
the Hacked Materials Policy. Fi-
nally, Twitter waited nearly one 
day before providing notice to 
the New York Post of its reason 
for removing the articles, which 
arguably would fail to satisfy the 
fourth requirement to provide 

“timely notice.” Even if Twitter 
could satisfy all four elements 
of “good faith,” proving this 
would almost certainly require 
a jury, and Twitter would incur 
substantial litigation costs in the 
process. 

As another example, through-
out the COVID-19 pandemic, 
various individuals have used 
social media platforms to spread 
what most consider to be scien-
tifically false information, such 
as claiming that masks are not 
effective in preventing the spread 
of the virus or that hydroxychlo-
roquine is a cure for it. Platforms 
like Twitter took action to re-
move or moderate this content 
in order to protect public health. 
If the DOJ’s proposed amend-
ments were in place, Twitter 
would lose the broad (c)(1) pro-
tection currently afforded to it. 
Instead, if faced with litigation, 
Twitter would be forced to es-
tablish that the removed content 
objectively violated its terms of 
use and would need to satisfy all 
four elements of “good faith” to 

avoid civil liability. Twitter’s de-
cision to remove content, even to 
protect public health, could lead 
to civil liability and a substantial 
evidentiary burden (and corre-
sponding cost) in defending that 
decision. If Twitter can easily 
avail itself of Section 230(c) 
protection so long as it does not 
restrict access to or flag informa-
tion as potentially false or mis-
leading, Twitter may allow the 
proliferation of false information 
on its platform to avoid a flurry 
of lawsuits. 

The DOJ’s proposed revisions 
also carve-outimmunity for civ-
il actions relating to terrorism, 
child sex abuse, cyber-stalking 
and antitrust matters, as well as 
instances in which the interac-
tive computer service provider 
knowingly solicits third-party 
content that would violate fed-
eral criminal law. These addi-
tional revisions, while import-
ant, are not likely to garner the 
same level of attention as the 
sweeping proposed revisions to 
subsection (c). 

The value or downside of 
Section 230 protection remains 
an ongoing question, but there 
can be no doubt that the ability 
of third parties to communicate 
on the internet, and the right 
of platforms to moderate that 
speech, remain critically import-
ant. Since the release of these 
proposed amendments, Federal 
Communications Commission 
Chairman Ajit Pai has main-
tained that the FCC will move 
forward with rulemaking to in-
terpret the statute and Justice 
Clarence Thomas called for the 
U.S. Supreme Court to review its 
application. See MalwareBytes 
Inc. v. Enigma Software Group, 
2020 DJDAR 11040 (Oct. 13, 
2020) (statement of Thomas, J., 
respecting the denial of certiora-
ri). It remains to be seen wheth-
er Congress, the FCC, or the 
Supreme Court will ultimately 
change the nature of Section 230 
protection and whether those 
changes will promote the pur-
pose for which the statute was 
enacted to begin with.  
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